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Lightning surge damage in hybrid power and communication infrastructures 

remains a critical issue in tropical regions with high lightning activity. This case 

study investigates network equipment failure following a thunderstorm-induced 

power outage exceeding 24 hours in Boyolali, Central Java, Indonesia. The system 

comprises a 28 m communication tower connected to a server building via a 15 m 

outdoor unshielded twisted-pair (UTP) Ethernet cable utilizing Power-over-

Ethernet (PoE). The tower employs a dedicated lightning-protection grounding 

system, while the building uses a separate electrical grounding system separated 

by approximately 10 m and left unbonded. Post-incident inspection revealed that 

four networking devices were damaged: one PoE injector and one MikroTik 

CRS326 switch at the tower site, plus one MikroTik CRS326 and one D-Link DGS-

1100-24 switch at the server building. The Dell PowerEdge R360 server remained 

operational after a manual restart. Failure analysis indicates that the damage 

resulted from surge propagation caused by ground potential rise (GPR) at the 

tower grounding system. The unbonded grounding systems and the conductive 

copper PoE link provided a low-impedance path for transient currents. This study 

highlights the importance of coordinated grounding, surge protective devices 

(SPDs), and the preference for optical fiber links in hybrid infrastructures. The 

findings offer practical insights for enhancing lightning protection in tropical 

communication systems. 

 

Keywords: Lightning Surge, Ground Potential Rise, Poe, Ethernet, 

Communication Tower 

 

1. Introduction 

Lightning is one of the most common natural sources of electrical disturbances, affecting power 

systems and electronic equipment. Lightning discharges generate high transient currents and 

electromagnetic fields, which can induce overvoltages in nearby electrical and communication 

networks. These transient events may propagate through interconnected infrastructure, and damage 

sensitive electronic devices [1], [2], [3]. 

In tropical regions such as Indonesia, lightning activity is frequent, particularly during the rainy 

season [4], [5]. Consequently, electrical and communication infrastructures in these areas face elevated 

risks. Communication towers, being tall and exposed structures, are especially vulnerable [4], [6]. 

Modern communication systems frequently integrate power and data networks. Servers, 

switches, and other equipment are often interconnected using copper cables, including Ethernet links 

that may also carry electrical power via Power-over-Ethernet (PoE) technology. While this integration 

simplifies deployment, it can create additional conductive paths for surge energy during lightning 

events [7], [8]. 
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Lightning-induced disturbances can affect interconnected systems through direct surge injection, 

electromagnetic coupling, or ground potential rise (GPR). GPR occurs when lightning current enters a 

grounding system, temporarily elevating its electrical potential [9]. When separate or inadequately 

bonded grounding systems exist, significant voltage differences can develop [10], [11]. Conductive links 

between these systems then allow surge currents to flow in an attempt to equalize potentials [7], [12]. 

Previous studies have demonstrated that copper communication cables, such as Ethernet links, 

can serve as pathways for transient currents under such conditions [7], [12], [13]. Networking devices, 

particularly switches and routers, are highly susceptible due to their direct interface connections [13], 

[14]. The use of PoE further increases electrical coupling between power and communication systems, 

potentially facilitating surge propagation [7], [13], [15]. International standards such as IEC 61000-4-5 

provide testing methods to evaluate equipment immunity to such surges [16], [17]. 

Although extensive research exists on lightning effects and surge propagation, detailed field case 

studies of actual damage in real-world communication infrastructure especially in tropical regions such 

as Indonesia—remain limited [12], [18]. Such case studies are essential for bridging theoretical 

mechanisms with practical installations in high-lightning-activity areas [19]. 

This paper presents a field case study of lightning-induced surge damage to PoE-based Ethernet 

equipment in a hybrid power and communication infrastructure located in Boyolali, Central Java, 

Indonesia. The investigated system comprises a 28 m communication tower connected to a server 

building through a 15 m outdoor UTP Ethernet cable utilizing Power-over-Ethernet technology, with 

separate and unbonded grounding systems separated by approximately 10 m. Following a 

thunderstorm and a prolonged power outage exceeding 24 hours, four networking devices were 

damaged while the main server remained operational after a manual restart. 

The study contributes to the existing literature by (1) documenting a real-world failure case in a 

tropical high-lightning-activity region, (2) providing quantitative estimation of ground potential rise 

(GPR) based on typical Indonesian lightning parameters and national standards, and (3) offering 

practical mitigation recommendations tailored to hybrid tower installations commonly found in 

Indonesia. These findings emphasize the critical role of coordinated grounding and communication 

media selection in preventing surge propagation through PoE links. 

2. Method 

2.1. Site and Infrastructure Description 

The study examined a hybrid communication infrastructure consisting of a 28 m communication 

tower and a nearby server building in Boyolali, Central Java. The tower supports various networking 

equipment for communication services, while the server building houses computing systems and 

network devices Fig 1. 

 
Fig. 1. Communication Tower Installation at the Study Site in Boyolali, Central Java, Showing the Tower Structure 

and Associated Networking Equipment at the Base. 
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The tower and server building are interconnected by a wired Ethernet link, forming a hybrid 

system that integrates electrical power distribution and data communication. Such systems are known 

to be susceptible to lightning-induced disturbances [20]. Electrical power is supplied from the utility 

grid, while data communication is implemented using copper Ethernet cabling. 

A simplified schematic of the infrastructure, including power distribution, network connections, 

and grounding arrangement, is presented in Fig. 2. 

 

 
Fig. 2. Schematic Diagram of the Hybrid Electrical and Network Infrastructure Connecting a 28 m 

Communication Tower to the Server Building Via a 15 m Underground UTP Ethernet Link with Power-Over-

Ethernet (PoE). the Tower Lightning-Protection Grounding System is Separate from the Building Electrical 

Grounding System. 

2.2. Power Supply Configuration 

Electrical power is supplied by the public utility (Perusahaan Listrik Negara – PLN) and 

distributed through the building electrical panel to the server and networking equipment. To ensure 

continuity during outages, the installation includes two uninterruptible power supply (UPS) units, each 

with a capacity of approximately 2 kVA, both located in the server building. One UPS unit powers the 

server system and the networking equipment connected to the tower, while the second supports the 

fiber-to-the-home (FTTH) network. Power from the UPS units is further distributed through power 

distribution units (PDUs) inside the server room. 

These PDUs are equipped with surge protection and localized circuit breakers to shield sensitive 

telecommunications hardware from voltage transients and harmonic distortions. In addition, an 

integrated environmental monitoring system continuously tracks rack temperature, load percentages, 

and battery health telemetry, providing automated alerts to network administrators before thermal 

thresholds or runtime limits are reached. This structured delivery framework guarantees consistent 

voltage regulation across all active racks, preserving equipment longevity and upholding high service 

availability across the local distribution loop Fig 3. 
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Fig. 3. Server-Side Rack Configuration, Showing Network Switches, Servers, and Interconnections Within the 

Indoor Environment. 

2.3. Network Configuration 

 

Table 1. List of key networking devices and post-incident status 

Device Model Location Function Post-Incident 

Status 

PoE Injector Not specified Tower 

base 

Supplies PoE to tower 

equipment 

Damaged 

Network Switch MikroTik CRS326 Tower site Switching and PoE 

distribution 

Damaged 

Network Switch MikroTik CRS326 Server 

building 

Core network switching Damaged 

Network Switch D-Link DGS-1100-

24 

Server 

building 

Server and network 

connectivity 

Damaged 

Server Dell PowerEdge 

R360 

Server 

building 

Primary computing and data 

processing 

Operational 

(manual restart) 

Router MikroTik RB1100 Server 

building 

Routing and WAN 

connectivity 

Operational 

The network infrastructure comprises several switching and routing devices located at both the 

server building and the tower site. The server building contains a Dell PowerEdge R360 server as the 

primary computing system, along with a D-Link DGS-1100-24 switch, a MikroTik CRS326 switch, and 

a MikroTik RB1100 router. These devices handle switching, routing, and communication with external 

networks. At the tower site, a MikroTik CRS326 switch is connected to a Power-over-Ethernet (PoE) 

injector that supplies power to tower equipment. The specifications and post-incident status of the key 

networking devices are summarized in Table 1. 
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2.4. Interconnection Between Tower and Server Building 

The communication link between the tower and the server building uses a 15 m unshielded 

twisted-pair (UTP) copper Ethernet cable installed outdoors through an underground conduit. In 

addition to data transmission, the system employs Power-over-Ethernet (PoE) technology, with the PoE 

injector located at the tower base supplying both data and power over the same cable. 

2.5. Grounding Configuration 

The communication tower is equipped with a dedicated lightning-protection grounding system 

designed to safely dissipate lightning currents. The server building uses a separate electrical grounding 

system tied to the building power installation. These two grounding systems are not bonded and are 

separated by approximately 10 m. The configuration of the two grounding systems is summarized in 

Table 2. 
 

Table 2. Grounding system configuration 

Parameter Tower Grounding System Building Grounding System 

Type Dedicated lightning protection system Electrical building grounding 

Bonding status Not bonded with building ground Not bonded with tower ground 

Approximate separation 10m - 

Purpose Dissipation of lightning current Safety grounding for power system 

Material/electrode Copper rod/counterpoise (standard 

tower) 

Building electrical panel ground 

 

2.6. Data Collection 

Data were collected through post-incident inspection, direct observation of the infrastructure, 

and interviews with the site operator. Photographic documentation of the tower site, server room, 

electrical installation, and damaged equipment provided additional supporting evidence for the 

analysis. 

3. Result and Discussion 

3.1. Incident Description 

On the day of the incident, Boyolali, Central Java, experienced a thunderstorm with heavy rainfall 

and visible lightning activity. During this event, a disturbance in the PLN electrical distribution network 

caused a power outage lasting more than 24 hours. The blackout occurred approximately between 14:00 

and 15:00 local time. 

At the time of the outage, the server infrastructure and networking equipment were operating 

normally. The UPS units in the server building activated and issued alarm signals indicating loss of 

input power. Equipment at the tower site lost power immediately, as no local backup was available. 

After electrical service was restored, communication between the server building and the tower could 

not be re-established. 

3.2. Damage Observation 

Following power restoration, an inspection revealed that several network devices had become 

non-operational. The damaged equipment included: 

• One PoE injector at the tower base 

• One MikroTik CRS326 switch at the tower site 

• One MikroTik CRS326 switch at the server building 

• One D-Link DGS-1100-24 switch connected to the server system 

These devices could not be restored to working condition. 
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Fig. 4. Internal PCB of A Damaged Network Device, Showing Localized Thermal Damage Near the Input 

Circuitry, Indicating Surge Propagation into the Device and Subsequent Component Failure. 

 

The internal damage observed on the PCB confirms that surge energy propagated beyond the 

external interfaces and affected internal electronic components. 

 

 
Fig. 5. Internal View of the Mikrotik CRS326 Switch After the Incident. Although No Visible Burn Marks are 

Present, The Device Failed to Operate, Indicating Internal Damage Caused by Lightning-Induced Overvoltage. 

 

 
Fig. 6. Damaged RJ45 Connector at the Tower Site, Showing Burn Marks on the Contact Pins and Confirming 

Lightning-Induced Surge Propagation Through the Ethernet Cable. 
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In contrast, the Dell PowerEdge R360 server did not suffer permanent hardware damage, 

although it required a manual restart after power restoration. 

 
Fig. 7. Uninterruptible Power Supply (UPS) unit used in the System. The unit Exhibited no Visible Physical 

Damage but Required a Manual Restart After the Incident. 

Uninterruptible Power Supply (UPS) unit used in the system. The unit showed no visible physical 

damage but required a manual restart after the incident. Representative images of the infrastructure 

and damaged equipment are shown in Figs. 2–7. 

3.3. Failure Mechanism Analysis 

The observed damage pattern can be explained by the interaction between the lightning event, 

the separate grounding systems, and the conductive copper Ethernet link. During the thunderstorm, 

lightning current was most likely injected into the communication tower, which is equipped with a 

dedicated lightning-protection grounding system. This injection causes a rapid rise in local ground 

potential, known as ground potential rise (GPR) [9], [10]. 

A significant voltage difference develops between the two grounding reference because the tower 

grounding system and the server building grounding system are not bonded and are separated by 

approximately 10m. The 15 m outdoor UTP Ethernet cable, which carries both data and Power-over-

Ethernet (PoE) power, provides a low-impedance conductive path between these two points. Surge 

currents therefore flow through the Ethernet cable in an attempt to equalize the potential difference, 

damaging the network equipment at both ends. 

3.3.1. Quantitative Estimation of Ground Potential Rise 

A rough estimation of the GPR can be performed using the simplified formula: 

 

𝑉𝐺𝑃𝑅 ≈ 𝐼𝑝𝑒𝑎𝑘 × 𝑅𝑔      (1) 

 

Where 𝐼𝑝𝑒𝑎𝑘 is the lightning peak current and 𝑅𝑔is the grounding resistance of the tower. Typical 

values for a lightning stroke in tropical regions range from 10-50 kA [4], while the tower grounding 

resistance is commonly between 5-10 Ω according to Indonesian national standards [21], [22]. Assuming 

a moderate stroke of 30 kA and 𝑅𝑔 = 5 Ω, the estimated GPR reaches approximately 150 kV. Even a 

smaller current of 10 kA would still produce a GPR of 50 kV. This transient voltage is more than 

sufficient to exceed the surge immunity rating of standard Ethernet ports and PoE equipment (typically 

1-2 kV according to IEC 61000-4-5). A simplified illustration of the surge propagation path, including 

the estimated GPR and cable parameters, is shown in Fig. 8. 
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Fig. 8. Simplified Illustration of the Plausible Surge Propagation Path. The Tower Grounding System Experiences 

an Estimated GPR Of Approximately 150 kV (for 𝐼𝑝𝑒𝑎𝑘 = 30𝑘𝐴, 𝑅𝑔 = 5Ω). The 15 m UTP Ethernet Cable with Poe 

Connects the Tower Site to The Server Building, Whose Grounding System Remains at Local Ground Potential. 

This mechanism is consistent with the observed damage: PoE-related equipment and both 

MikroTik CRS326 switches were destroyed, while the server’s Ethernet interface survived because the 

intermediate networking devices absorbed most of the surge energy. 

3.4. Discussion 

The results of this case study demonstrate the vulnerability of hybrid power and communication 

infrastructures to lightning-induced surges, particularly in high-lightning-activity regions such as 

Central Java, Indonesia. The investigated system exhibited several risk factors: a 28 m elevated 

communication tower, separate and unbonded grounding systems separated by 10 m, a 15 m outdoor 

copper UTP Ethernet link, and the use of Power-over-Ethernet (PoE) technology. These elements 

collectively created a low-impedance path for surge currents triggered by ground potential rise (GPR) 

at the tower grounding system. 

This failure mechanism aligns with findings from previous studies on surge propagation through 

copper communication cables in installations with multiple grounding references [7], [12], [13], [23]. For 

instance, similar damage patterns involving PoE equipment and Ethernet switches have been reported 

in telecommunication tower sites in tropical regions [24], [25]. The current case provides additional field 

evidence from an Indonesian installation, where the combination of prolonged power outage (>24 

hours) and subsequent restoration likely exacerbated the transient stress on the network devices. 

3.4.1. Limitations of the Study 

This study is based on post-incident visual inspection, operator interviews, and photographic 

evidence. Direct surge measurements, grounding resistance values, or waveform recordings from the 

event were not available. Therefore, the proposed GPR mechanism remains an observational estimation 

rather than a fully instrumented validation. Future studies could benefit from installing surge recording 

devices and pre-event grounding measurements. Recent studies in Indonesia also confirm the 

importance of complying with national lightning protection standards to prevent similar failures in 

communication infrastructure [26], [27], [28]. The absence of dedicated surge protection in the tower 

cabinet, as shown in Fig. 9, further contributed to the susceptibility of the system to incoming transients. 
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Fig. 9. Power Distribution Inside the Tower Cabinet Using a Standard Power Strip Without Dedicated 

Surge Protective Devices (SPDs). This Configuration Increases Vulnerability to Lightning-Induced Transients. 

 

To reduce the risk of similar incidents, several practical mitigation measures are recommended. 

These are summarized in Table 3, including estimated costs (approximate, in USD for a typical small-

scale Indonesian installation) and effectiveness levels. These measures are technically feasible and cost-

effective for most Indonesian telecom operators and small-scale server installations. Implementing 

optical fiber links, in particular, would eliminate the conductive path entirely and is strongly 

recommended as the most reliable long-term solution. The findings underscore the need for better 

coordination between communication tower designers, network engineers, and power utility providers 

(PLN) in Indonesia to adopt standardized lightning protection practices. 

 
Table 3. Recommended mitigation measures for Hybrid Communication Tower and Server 

Mitigation 

Strategy 

Description Estimated 

Cost (USD) 

Effectiveness Reference 

Equipotential 

bonding 

Direct bonding of tower and building 

grounding systems using 16-25 mm2 

copper conductor 

150-300 High [10], [11], 

[21] 

Surge protective 

devices (SPDs) 

Installation of Type 2 SPDs on PoE lines 

and Ethernet ports at both ends 

80-200 High [8],       [17] 

Optical fiber 

conversion 

Replace copper UTP with fiber optic 

link + media converters 

250-450 Very high [23],      [29] 

Coordinated 

grounding + SPD 

Combine bonding with SPDs and surge-

rated PoE injectors 

300-500 Very high [25], [26], 

[30] 

Shielded cable + 

proper routing 

Use STP cable with correct shielding 

termination and separation from power 

lines 

100-250 Medium [13],   [15], 

[22] 

 

4. Conclusion 

This case study documented lightning-induced surge damage to networking equipment in a 

hybrid power and communication infrastructure in Boyolali, Central Java. The system consisted of a 28 

m communication tower connected to a server building via a 15 m outdoor UTP Ethernet cable utilizing 

Power-over-Ethernet technology. Following a thunderstorm and a power outage exceeding 24 hours, 

four network devices (one PoE injector, two MikroTik CRS326 switches, and one D-Link DGS-1100-24 
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switch) were damaged, while the Dell PowerEdge R360 server remained operational after a manual 

restart. Failure analysis indicates that the damage resulted from surge propagation caused by ground 

potential rise (GPR) at the tower grounding system. The presence of separate and unbonded grounding 

systems, combined with the conductive copper PoE link, created a low-impedance path for transient 

currents. The findings highlight the vulnerability of hybrid infrastructures that employ copper Ethernet 

links between structures with independent grounding systems, particularly in high-lightning-activity 

tropical regions. This study provides real-world evidence supporting the critical importance of 

coordinated grounding, surge protective devices (SPDs), and the adoption of optical fiber as the 

preferred communication medium for tower-to-building links. For Indonesian telecommunication 

operators and PLN, this case underscores the need to revise installation guidelines for communication 

towers. Replacing copper links with fiber optics or implementing equipotential bonding and SPDs can 

significantly reduce lightning-related downtime and equipment loss. Policy recommendations include 

mandating optical fiber or shielded surge-protected links in all new hybrid tower installations. 

Future work should involve field measurements of GPR and surge waveforms, as well as 

simulation validation using tools such as ATP-EMTP or PSCAD to quantify the effectiveness of 

protection strategies. 
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