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ABSTRACT   

The increasing reliance on digital platforms in Islamic 

banking has heightened customers’ vulnerability to 

cyberattacks, making post-crisis trust management a 

strategic priority. However, limited research has 

examined how trust can be effectively restored after such 

incidents. This study investigates the direct and indirect 

effects of system security, communication, and reputation 

on customer trust, with trust recovery as a mediating 

variable. A quantitative explanatory design was 

employed using Partial Least Squares Structural Equation 

Modeling (PLS-SEM) to analyze data from 252 users of 

an Islamic digital banking institution in Indonesia 

affected by a major cyberattack in 2023. The results 

reveal that system security, communication, and 

reputation do not directly influence customer trust but 

become significant when mediated by trust recovery. 

These findings indicate that customers place greater value 

on tangible recovery efforts than on pre-crisis 

institutional claims.  This suggests that trust is not 

restored through declarative assurances alone but rather 

through demonstrable recovery actions that signal 

institutional competence and commitment. By integrating 

Islamic based ethical principles such as amanah 

(responsibility), itqan (professionalism), and transparency 

into recovery strategies, this study extends trust recovery 

theory in the context of Islamic digital services.  
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Introduction  

Digital transformation has brought significant changes to the global banking sector, 

including Islamic banking, through the shift from conventional operational models toward 

technology-based services considered more efficient, faster, more accessible, and with 

broader reach (Khan & Khattak, 2024). Digitalization enables improved service quality, 

expands financial inclusion, and facilitates the integration of cross-platform services that 

align with the needs of modern customers (Hamadou et al., 2024). However, behind these 

advantages, reliance on digital infrastructure creates new vulnerabilities to increasingly 

complex cybersecurity threats. Such risks, as highlighted by Ahuchogu et al. (2024), not only 

have the potential to disrupt service continuity but may also erode public trust, which serves 

as the foundation for maintaining long-term relationships between banks and their customers. 

The World Economic Forum (WEF, 2024) identifies cyberattacks as one of the top five 

systemic risks, with the potential to disrupt both economic stability and the integrity of global 

financial systems. In practice, several incidents illustrate the seriousness of these threats. For 

example, in 2018, a breach in Pakistan compromised nearly 20,000 debit card accounts, 

forcing banks to halt international transactions (Bajwa et al., 2023). In the United States, the 

2019 Capital One incident data from more than 100 million customers, including highly 

sensitive details such as Social Security numbers (Neto et al., 2021). Going further back, the 

2016 Central Bank of Bangladesh heist involved an attempted theft of USD 1 billion through 

the SWIFT network, ultimately resulting in losses of USD 81 million (Balu, 2022). Taken 

together, these cases highlight the particular vulnerability of the banking sector, which, as 

emphasized by Hasan et al. (2025), stems from the combination of high-value transactions, 

the vast amount of sensitive data it holds, and the potential for wide-ranging systemic 

repercussions. 

Indonesia, as the largest digital financial services market in Southeast Asia, is not 

immune to similar risks (World Bank Group, 2024). The National Cyber and Encryption 

Agency (BSSN, 2024) reported over 330 million anomalous traffic events in 2023, ranking 

Indonesia among the countries with the highest levels of cyber threats worldwide. In May 

2023, Bank Syariah Indonesia (BSI) was targeted by a ransomware attack launched by the 

LockBit group, marking one of the most severe incidents in the domestic banking industry 

(Sudana & Marlina, 2024). As the largest Islamic bank resulting from the merger of three 

state-owned banks, BSI experienced digital service paralysis for nearly a week. Although the 

investigation indicated that no data breach occurred, Amer and Al-Omar (2023) note that the 
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cyber disruption caused significant concern and damage to customers' long-term perceptions 

of the security and reliability of these digital service systems across the board. 

Beyond the operational losses, this cyber crisis underscores that attacks of this nature can 

also disrupt psychological relationships between banks and their customers (Shehab et al., 

2024). Digital service access is not only obstructed by technical issues, but it also undermines 

the confidence and certainty customers feel when making transactions. Some customers are 

so insecure that they cannot afford alternative, more trustworthy financial institutions 

(Nagamani et al. 2024). Trust in Islamic banking is a two-fold trait; it involves not only trust 

for its security and reliability, but also its ethical responsibility to uphold the principles of 

Shariah (Suhendar et al., 2023). As a result, the decline of trust in this industry has 

consequences that go beyond practicality, including the spiritual dimension where 

institutional credibility is indistinguishable from the Islamic values it represents. 

Earlier studies indicate that customer trust in digital banking services is determined by 

three key factors: system security, effective communication, and institutional reputation. 

System security, as defined, refers to the ability to secure data by providing adaptive 

protection against cyber threats (Jafri et al., 2024). Beyond technical considerations, such as 

multi-factor authentication and encryption, the perception of security also encompasses a 

sense that customers can trust the bank's long-term commitment and system stability 

(Choudhuri et al., 2024). 

Literature Review  

The initial indicator of trust for new users is security, as per Musyaffi et al. (2024). This 

is reinforced by Wang et al. (2024), who emphasize that the perception of control over data 

protection can strengthen customer trust in a bank’s digital services. Conversely, security 

failures can immediately reduce trust—particularly in the era of digital disruption, which is 

highly vulnerable to cyberattacks (Razikin & Soewito, 2022). Winata et al. (2024) further 

found that negative experiences resulting from security breaches nullify any previously 

established positive influence. This positions security as a strategic issue requiring serious 

attention and appropriate handling. Such conditions have prompted many banks to make 

substantial investments in protection systems, given their significant influence on customer 

trust levels (Asmar & Tuqan, 2024). 

H1:  System security is positively associated with customer trust. 

H2:  System security is positively associated with trust recovery. 
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Communication is not merely an information channel but also a relational mechanism 

that shapes customers’ positive perceptions of an institution’s credibility and commitment 

(Whyte, 2025). According to Sofiani et al. (2024), transparent and solution-driven 

communication is essential for sustaining trust during crises. In line with this, Cartwright et 

al. (2023) show that post-cyberattack recovery efforts benefit from proactive practices, 

including early alerts, continuous updates, and admitting mistakes, which collectively 

strengthen customer trust. Conversely, closed communication reinforces perceptions of 

institutional incapacity, fuels negative sentiment, and diminishes customer trust (Sudana & 

Marlina, 2024). 

In Islamic banking, communication carries additional complexity as it must reflect the 

values of shiddiq (integrity) and tabligh (transparency) (Yusuf et al., 2023). Consistent, 

integrity-driven communication, accompanied by measurable corrective actions, can 

potentially restore trust that has been disrupted (Hammadi et al., 2024). Conversely, Alfarizi 

(2023) asserts that conveying narratives focused solely on public reassurance, without 

tackling the underlying causes, is often perceived as a defensive strategy to safeguard the 

institution’s image, ultimately impeding the long-term restoration of customer trust. Thus, 

literature consistently affirms that communication has a significant impact on trust. 

H3:  Communication is positively associated with customer trust. 

H4:  Communication is positively associated with trust recovery. 

Reputation is the collective public perception of an institution’s integrity, competence, 

and consistency in ethical behavior (Arsalan et al., 2023). In the digital era, Mala et al. (2023) 

note that reputation is shaped not only by financial performance or brand image but also by 

the institution’s consistency in operational conduct and customer protection. Responsiveness 

in maintaining system reliability and providing protection strengthens reputational 

perceptions both rationally and emotionally (Hasan et al., 2023), ultimately serving as 

symbolic capital to sustain trust during disruptions. Reputation also serves as a social 

guarantee of public expectations toward institutional responsibility (Todua & Gogitidze, 

2024). 

Studies by Al et al. (2024) demonstrate that a reputation founded on a track record of 

integrity positively influences trust and fosters loyalty through repeated positive interactions. 

Gli et al. (2024) confirm that institutions with positive reputations tend to be more trusted and 

enjoy higher loyalty. A reputation grounded in Shariah values holds greater symbolic 

strength, as it represents justice, sustainability, and dedication to the public interest (Wati et 
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al., 2024). This finding is consistent with Hubik (2024), who found that Islamic financial 

institutions receive a positive reception, even in non-Muslim majority countries, due to their 

perceived high moral values. These conditions warrant testing whether reputation remains a 

strategic factor after cyber incidents. 

H5:  Reputation is positively associated with customer trust. 

H6:  Reputation is positively associated with trust recovery. 

While system security, communication, and reputation have been extensively studied, 

most research focuses on conventional banks or Islamic banking under normal conditions. 

Studies specifically addressing these three factors in Islamic banking during the post-

cyberattack period remain scarce. Similarly, research on post-crisis recovery strategies in this 

sector remains limited, despite the fact that such measures are crucial for maintaining or 

restoring customer trust in digital services (Hoang & Le, 2024). Addressing this research gap 

is crucial due to the distinctive nature of Islamic banking, which combines economic 

mechanisms with Shariah-based ethical values, thereby necessitating recovery strategies 

consistent with these principles (Harsono & Atina, 2023). 

According to Munawar and Hadianto (2024), recovery is both a strategic and 

psychological process aimed at repairing the relationship between banks and customers after 

a service failure. In the context of digital services prone to disruption, its urgency increases 

due to the lack of direct interaction (Bajwa et al., 2023). Customer evaluation is not solely 

based on technical success but also on the bank’s responsiveness and moral integrity. 

Zulganef et al. (2023) demonstrate that sincere apologies, empathetic communication, and 

fair compensation can help restore trust, whereas closed responses can exacerbate crises. 

Beyond mere restoration, swift, fair, transparent, and empathetic handling can even enhance 

loyalty beyond that of uninterrupted service—a phenomenon known as the service recovery 

paradox (Lim et al., 2025). However, its success depends on fulfilling both emotional and 

functional expectations. 

In Islamic banking, the success of recovery is highly dependent on the consistency of 

ethical principles that define the institution’s identity. Chapra (2008) emphasizes that 

institutional failures addressed through Shariah-based solutions tend to be more sustainable 

than purely materialistic approaches. This level of consistency facilitates recovery to occur on 

both rational and spiritual levels (Suhendar et al., 2023), thereby reinforcing customer trust 

and commitment. Therefore, this study positions trust recovery as a mediating variable 

linking system security, communication, and reputation to customer trust after cyberattacks, 
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through an approach that integrates procedural and interactional justice, emotional sensitivity, 

and the moral-spiritual values of Islam (Haryanto et al., 2024). 

H7:  Trust recovery is positively associated with customer trust. 

H8:  Trust recovery is hypothesized to mediate the relationship between system security 

and customer trust. 

H9:  Trust recovery is hypothesized to mediate the relationship between communication 

and customer trust. 

H10: Trust recovery is hypothesized to mediate the relationship between reputation and 

customer trust. 

Methods 

This study adopted a quantitative approach with an explanatory research design to 

examine the causal relationships among latent constructs influencing customer trust in Bank 

Syariah Indonesia’s (BSI) digital services following a cyberattack. The mention of Bank 

Syariah Indonesia (BSI) in this study is for academic and research purposes only. The 

research does not intend to evaluate or criticize the institution’s performance but to analyze 

customer perceptions in a post-cyberattack context. Following the guidelines of Hair et al. 

(2019), this design was appropriate for testing theoretically grounded hypotheses and 

identifying both direct and indirect effects between variables. Specifically, the research 

investigated how system security, communication, and reputation affect customer trust, either 

directly or through the mediating role of trust recovery. The quantitative method was chosen 

for its capacity to provide objective measurement using standardized instruments and its 

suitability for applying advanced statistical analyses to uncover complex inter-variable 

relationships. 

The population comprised users of BSI’s digital services, particularly those who actively 

utilized mobile banking features. A purposive sampling technique was employed to ensure 

the inclusion of respondents who had experienced the 2023 cyberattack, thereby aligning the 

sample with the study’s objectives (Etikan, 2016). In accordance with the sample size 

recommendation by Hair et al. (2019), which suggests a minimum of ten respondents per 

indicator for the construct with the highest number of measurement items, this study required 

at least 220 participants, as it involved 22 observed indicators. 

Data were collected through an online survey distributed via Google Forms between 

December 2024 and January 2025, reaching respondents across multiple Indonesian 

provinces. The use of an online platform was justified by its cost-efficiency, accessibility, and  
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Table 1. Measurement of Constructs 

Constructs  Sources 

System Security (SYS) 

Customers’ perceptions of the security and 

effectiveness of the bank’s cybersecurity systems. 

(Amer & Al-Omar, 2023; Hammadi 

et al., 2024; Saif et al., 2022) 

Communication (COM) 

The bank’s ability to communicate effectively 

during times of crisis is reflected in the clarity and 

accuracy of the information provided to customers. 

(Choudhuri et al., 2024; Gli et al., 

2024; Sudana & Marlina, 2024) 

Reputation (REP) 

Customers’ perception of the institution’s public 

image and overall credibility. 

(Hubik, 2024; Rumanto, 2024; 

Yudiana, 2021) 

Trust Recovery (YRC) 

Customers’ belief that the bank took sufficient 

ethical and corrective steps to rebuild trust after 

crisis. 

(Bajwa et al., 2023; Razikin & 

Soewito, 2022; Sivasubramanian & 

Rekhapriyadharshini, 2022) 

Customer Trust (CST) 

The degree of customerconfidence in the bank’s 

capability and integrity 

(Lim et al., 2025; Munawar & 

Hadianto, 2024;Winata et al., 2024) 

-ability to generate timely responses (Razikin & Soewito, 2022). The questionnaire was 

structured around five key constructs derived from established studies. Each construct was 

measured using validated items on a five-point Likert scale, ranging from strongly disagree 

(1) to strongly agree (5). Table 1 presents the operationalization of variables. 

Data analysis was conducted using Partial Least Squares Structural Equation Modeling 

(PLS-SEM) with SmartPLS version 4.0, following the two-step procedure recommended by 

Hair et al. (2019). The first stage involved evaluating the measurement model to establish the 

validity and reliability of the indicators, while the second stage examined the structural model 

to test the hypothesized relationships among latent variables. 

 Convergent validity was assessed through indicator loadings and the Average Variance 

Extracted (AVE). All outer loadings exceeded the minimum recommended value of 0.70, and 

all AVE values were above 0.50 (Hair et al., 2019), with loadings ranging from 0.724 to 

0.882 and AVE values between 0.679 and 0.735 (Table 2 and 3). These results confirmed that 

the measurement items adequately represented their corresponding constructs. Reliability was 

further established using Cronbach’s Alpha (CA) and Composite Reliability (CR), both of 

http://dx.doi.org/10.31106/jema.v21i2.24389


Rebuilding customer trust after cyberattacks: Examining the role of trust recovery in Indonesian 
Islamic digital banking by Dinda Dwi Nurrizkiana, Afifudin, Harun Alrasyid 

 

135 
 

which surpassed the 0.70 threshold (Hair et al., 2019). The CA values ranged from 0.841 to 

0.910, while CR values ranged between 0.894 and 0.933 (Table 2 and 3), indicating strong 

internal consistency across all constructs. 

Table 2. Convergent Validity and Reliability of Reputation, Trust Recovery, and Customer 

Trust 

Contructs Code Corresponding Items LF CA CR AVE 

Reputation 

(REP) 

REP1 I perceive BSI as consistently applying 

Sharia principles in its digital services. 

0.832 0.864 

 

0.907 

 

0.710 

 
 REP2 BSI’s reputation as a Sharia bank 

gives me confidence in using its 

services. 

0.816 

 REP3 BSI’s positive reputation during 

service disruptions reassures me. 

0.881 

 REP4 I evaluate BSI’s digital services based 

on media coverage and public 

perception. 

0.841 

Trust 

Recovery 

(TRC) 

TRC1 I feel that BSI’s digital services have 

been properly restored and improved 

after the incident. 

0.836 0.868 

 

0.910 

 

0.717 

 

 TRC2 BSI takes corrective steps to 

strengthen its systems as a form of 

accountability. 

0.850 

 TRC3 BSI apologized and offered fair 

solutions to affected customers, 

showing genuine empathy. 

0.824 

 TRC4 I believe BSI communicates openly 

and responds sincerely to customer 

complaints. 

0.877 

Customer 

Trust (CST) 

CST1 I intend to continue using BSI’s digital 

services despite the cyber incident. 

0.872 0.841 0.894 0.679 

 CST2 I trust BSI with my personal data, 

believing in its responsibility and 

accountability. 

0.834 

 CST3 I am confident that BSI acts with 

integrity and genuinely cares for its 

customers. 

0.857 

 CST4 I would recommend BSI’s digital 

services to my family and friends. 

0.724 
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Table 3. Convergent Reliability and Validity of System Security, Communication 

Contructs Code Corresponding Items LF CA CR AVE 

System Security 

(SYS) 

SYS1 BSI protects customer data from 

unauthorized access. 

0.837 0.886 

 

0.916 

 

0.687 

 
 SYS2 I believe BSI uses advanced 

security technology against cyber 

threats. 

0.837 

 SYS3 I am confident that BSI 

implements multi-layered 

verification for transaction 

security. 

0.874 

 SYS4 BSI has an automated monitoring 

system for suspicious activities. 

0.777 

 SYS5 I believe BSI’s security system 

complies with cybersecurity 

standards. 

0.817 

Communication 

(COM) 

COM1 I receive official information 

promptly during digital service 

disruptions. 

0.829 0.910 

 

0.933 

 

0.735 

 

 COM2 BSI educates customers about 

digital security. 

0.882 

 COM3 BSI explains service disruption 

causes transparently. 

0.858 

 COM4 I am confident that the complaint 

channels provided are accessible 

and responsive. 

0.849 

 COM5 I receive regular updates on the 

progress of service recovery. 

0.868 

Table 4. Discriminant Validity of Constructs (Fornell-Lacker Criterion) 

 COM CST REP SYS TRC 

Communication  0.858     

Customer Trust 0.612 0.824    

Reputation 0.658 0.700 0.843   

System Security 0.667 0.690 0.775 0.829  

Trust Recovery 0.648 0.768 0.735 0.726 0.847 

The assessment of the constructs' discriminant validity included the Fornell–Larcker criterion 

(Fornell & Larcker, 1981). For each construct, the square root of its AVE exceeded its 

correlations with other constructs, confirming satisfactory discriminant validity. As shown in 
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Table 5, the square roots of AVE (represented on the diagonal) were higher than the inter-

construct correlations, thereby confirming the distinctiveness of each latent variable. For 

instance, the Communication construct reported a square root of AVE value of 0.858, which 

exceeded its correlations with all other constructs (ranging from 0.612 to 0.667). Customer 

Trust construct also showed a higher value of 0.824 than the correlations with other latent 

variables (0.612–0.768). These results indicate that each construct shares more variance with 

its own indicators than with those of other constructs, demonstrating conceptual 

distinctiveness among constructs (Sarstedt et al., 2017). 

Following the confirmation of measurement model adequacy, the structural model was 

analyzed to test the causal hypotheses. Multicollinearity was examined through the Variance 

Inflation Factor (VIF), and all values, ranging from 1.979 to 3.089 (Table 5), were well below 

the conservative upper limit of 5, indicating the absence of multicollinearity concerns (Hair et 

al., 2019). Collectively, these results confirm that the model meets the required validity and 

reliability criteria, providing a solid foundation for hypothesis testing in subsequent analysis. 

Result and Discussion 

The demographic profile of the 252 respondents presented in Table 5 provides a 

comprehensive overview of Bank Syariah Indonesia’s (BSI) digital service users. The data 

reveal that a majority of users are female (61.1%), suggesting strong participation of women 

in digital banking activities. Most respondents fall within the 21–30 years age group (77.4%), 

indicating that BSI’s digital services are primarily adopted by younger, tech-oriented 

customers. In terms of education, more than half hold a Bachelor’s degree (56.7%), reflecting 

a well-educated user base capable of adapting to technological innovations in financial 

services. The income distribution shows that nearly half of respondents earn less than IDR 2 

million per month (49.5%), suggesting that BSI’s digital platform effectively reaches lower- 

to middle-income customers, consistent with its inclusive banking mission. Furthermore, a 

significant proportion of respondents have been active users for two to three years (67.1%), 

while 32.9% have used the service for over three years, indicating sustained customer 

engagement. In terms of usage frequency, more than half access digital services one to two 

times per week (51.3%), and about one-third use them three to four times weekly (32.5%), 

reflecting consistent reliance on BSI’s digital platform for routine financial transactions.  

The structural model was assessed using a bootstrapping procedure with 5,000 resamples 

to evaluate the statistical significance of the hypothesized relationships. Path coefficients, t-

statistics, and p-values were analyzed to determine the strength and direction of the 
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relationships among the latent constructs. Consistent with the criteria recommended by Hair 

et al. (2019), a path is considered statistically significant when the t-value exceeds 1.96 and 

the corresponding p-value is below 0.05. As shown in Table 6, the direct path analysis 

revealed that system security, communication, and reputation did not have a significant direct 

effect on customer trust, leading to the rejection of H1, H3, and H5. This finding underscores 

the sensitivity of trust dynamics in digital banking following crisis events. In the aftermath of 

the 2023 cyberattack on Bank Syariah Indonesia (BSI), a nearly week-long service disruption 

appeared to diminish prior perceptions of reliability, overshadowing the positive influence of 

security features, reputation, and communication efforts. These results are consistent with 

Bajwa et al. (2023), who noted that digital trust is particularly fragile in banking contexts, 

where technological failures are perceived not merely as operational shortcomings but also as 

Table 5. Demographic Profile 

Profiles  Frequency Percentage (%) 

Gender Male 98 38.9 

Female 154 61.1 

Age < 20 years 5 2 

21-30 years 195 77.4 

31-40 years 19 7.5 

41-50 years 26 10.3 

> 50 years 7 2.8 

Education 

backgtound 

High school or below 90 35.7 

Bachelor’s 143 56.7 

Master’s 15 6 

PhD 4 1.6 

Monthly 

income 

< 2 million 125 49.5 

2-3 million 45 17.9 

3-5 million 31 12.3 

5-7 million 24 9.5 

7-10 million 12 4.8 

>10 million 15 6 

Active users 

since. 

2-3 years 169 67.1 

> 3 years 83 32.9 

Weekly usage 1-2 times a week 129 51.3 

 3-4 times a week 82 32.5 

 5-6 times a week 24 9.5 

 Every day 17 6.9 
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Table 6. Hypothesis Testing 

Hypothesis 
Original 

Sample 

Sample 

Mean 

Std. 

Deviation 

t-

Value 

p-

Value 
VIF Decision 

H1 SYS -> CST   0.150 0.172 0.101 1.484 0.138 3.064 Rejected 

H2 SYS -> TRC   0.312 0.312 0.074 4.235 0.000 2.805 Accepted 

H3 COM -> CST   0.091 0.104 0.077 1.177 0.239 2.089 Rejected 

H4 COM -> TRC   0.203 0.205 0.069 2.947 0.003 1.979 Accepted 

H5 REP -> CST   0.180 0.202 0.117 1.535 0.125 3.089 Rejected 

H6 REP -> TRC   0.359 0.361 0.084 4.276 0.000 2.747 Accepted 

H7 TRC -> CST   0.468 0.420 0.168 2.794 0.005 2.648 Accepted 

H8 SYS -> TRC -> CST 0.146 0.127 0.053 2.755 0.006 3.064 Accepted 

H9 COM -> TRC -> CST 0.095 0.085 0.046 2.091 0.037 2.805 Accepted 

H10 REP -> TRC -> CST 0.168 0.146 0.060 2.807 0.005 2.089 Accepted 

violations of amanah (trustworthiness) and itqan (professional diligence). Such perceptions 

amplify user disappointment and intensify the erosion of confidence among customers who 

expect both ethical integrity and technological reliability from Islamic financial institutions. 

Unlike the present findings, Musyaffi et al. (2024) identified security as the main factor 

shaping customers’ initial trust in using a bank’s digital platforms. However, during a service 

crisis, customers tend to shift their focus from declarative confidence to tangible operational 

evidence. The current results further reveal that post-attack communication was not 

sufficiently effective in rebuilding trust. Even minor errors can have a considerable impact 

once a cyberattack has heightened public anxiety. In such situations, honesty, transparency, 

and prompt action are essential (Whyte, 2025). 

Furthermore, reputation also failed to sustain customer trust—contrary to Hasan et al. 

(2023), who view reputation as symbolic capital in times of crisis. In a post-cyberattack 

context, reputation must therefore be reaffirmed through consistent institutional conduct. To 

address this, banks should strengthen their operational readiness to respond quickly to cyber 

incidents, ensuring that security systems are routinely audited and updated. Additionally, 

providing alternative communication channels during service disruptions can help minimize 

customer uncertainty and maintain two-way interaction between the bank and digital service 

users (Wijanarko et al., 2024). 

Subsequent analysis shows that system security, communication, and reputation 

significantly contribute to trust recovery, thereby supporting H2, H4, and H5. For customers, 

visible technical improvements, such as strengthening firewalls, closing security 

vulnerabilities, and conducting comprehensive audits, serve as signals that the bank has 
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learned from the crisis and is committed to preventing future incidents (Ridwan et al., 2025). 

Meanwhile, communication efforts have become more structured compared to the initial 

response phase. Providing timely service updates and alternative transaction options has 

helped foster more positive customer perceptions. 

From an Islamic perspective, these actions go beyond technical measures; they embody 

the principles of amanah (responsibility) and mas’uliyyah (accountability), which reinforce 

the bank’s moral relationship with its customers (Harsono & Atina, 2023). As a result, the 

damaged reputation has begun to recover as the public perceives alignment between the 

bank’s declared values and its actual practices. To sustain this renewed trust, banks should 

continue providing digital security education to customers, thereby strengthening confidence 

and reducing user-related risks. 

These findings are consistent with Wang et al. (2024), who emphasize that post-crisis 

enhancements to security systems are more effective than pre-crisis assurances of safety or 

technological advancement. Institutions that respond swiftly to a crisis with a proactive 

communication strategy can restore trust more effectively than those adopting a passive or 

defensive approach (Wijanarko et al., 2024). From a Sharia perspective, such practices reflect 

shiddiq (integrity) and tabligh (transparency), which, when consistently upheld, accelerate 

trust recovery. Therefore, successful post-crisis recovery requires an integrated approach that 

combines technical remediation, ethical communication, and reputational reconstruction 

(Alwabel, 2024). This study thus urges banks to adopt strategic crisis protocols that unite 

technical solutions, proactive communication, and regulatory coordination, ensuring that 

recovery efforts proceed swiftly, purposefully, and in full compliance with applicable 

standards. 

The findings demonstrate that trust recovery exerts a significant influence on customer 

trust, thereby confirming H7. In the aftermath of a cyberattack, trust is no longer shaped by 

the symbolic representation of values or historical reputation, but rather by tangible, 

transparent, and fair recovery experiences. For customers, the success of recovery that they 

directly experience becomes the primary benchmark for reassessing the bank’s credibility. 

This process demonstrates that operational proof carries greater weight than inherited image 

during a service crisis (Sudana & Marlina, 2024). Moreover, within the framework of Islamic 

banking, recovery processes are not merely technical but are imbued with spiritual values, 

reflecting the principles of itqan (professionalism) and ihsan (excellence) embedded in every 

recovery step, serving as tangible validation of the institution’s commitment to upholding 

these ethical values. Theoretically, these findings align with the Service Recovery Theory 
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proposed by Tax et al. (1998), which emphasizes that fair, transparent, and effective 

recovery, encompassing both technical and relational aspects, is essential to rebuilding trust 

after service failures. As further highlighted by Munawar & Hadianto (2024), recovery 

effectiveness depends on a combination of technical improvements, sincere communication, 

acknowledgment of mistakes, and a firm commitment to preventing recurrence. 

In contrast to the direct paths, the analysis of indirect effects reveals that system security, 

communication, and reputation have a significant influence on customer trust when mediated 

by trust recovery, thereby supporting H8, H9, and H10. This finding diverges from the 

previous literature, which has positioned institutional attributes such as system security, 

communication, and reputation as the primary determinants of trust (Choudhuri et al., 2024). 

Positive perceptions of these attributes only transform into trust when they are materialized in 

tangible and directly experienced recovery efforts. This condition marks a shift in customer 

focus from declarative claims to operational proof. 

Theoretically, these findings refine the Commitment-Trust Theory (Morgan & Hunt, 

1994) by emphasizing that trust is essential for sustaining customer commitment to digital 

banking services, even in the midst of a cyber crisis. In this context, institutional attributes 

thus attain their highest strategic value when converted through effective recovery. In other 

words, strengthening system security, structuring communication, and aligning reputation 

within recovery actions are the mechanisms that restore customer trust and reinforce 

institutional legitimacy. From a Sharia perspective, this process reflects the continuous 

application of Sharia-based ethical values, wherein every claim of integrity and security must 

be substantiated by concrete actions as the primary mechanism for maintaining credibility 

(Afrida & Lubis, 2021). Banks that consistently validate their claims through concrete 

operational practices, supported by regular emergency response drills and continuous 

employee training, will be better prepared to withstand cyber threats. In this way, customer 

trust and commitment to digital services can be preserved in an era of escalating digital risks. 

Conclusion and Suggestion 

This study demonstrates that in the context of a cyber crisis, customer trust in Islamic 

banks is influenced less by institutional attributes such as security, communication, or 

reputation, and more by customers’ perceived experiences of recovery. While these factors do 

not directly enhance trust, they become significant through the mediating role of trust 

recovery, which transforms institutional claims into tangible actions that restore confidence. 

This finding challenges the conventional assumption that institutional attributes are the 
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principal determinants of trust, suggesting instead that their impact is conditional upon the 

bank’s ability to translate perceptions into credible recovery measures. 

The findings extend the understanding of trust recovery by emphasizing the role of 

Islamic ethical values, amanah (responsibility), itqan (professionalism), and transparency, as 

the foundation of customer trust. In Islamic banking, trust is both a moral and operational 

commitment; therefore, recovery efforts that reflect these values are crucial for maintaining 

legitimacy and customer confidence. Practically, Islamic banks should develop crisis 

management protocols that combine adaptive security systems, transparent communication, 

and close coordination with regulators. Regular employee training, recovery simulations, and 

alternative communication channels are essential to ensure continuity and minimize 

reputational damage during service disruptions. 

Nevertheless, this study is limited by its focus on a single institution, its cross-sectional 

design, and the absence of measurable constructs representing Sharia-based values. Future 

research should expand the sampling frame to include multiple Islamic financial institutions, 

employ longitudinal or mixed-method approaches, and develop validated measurement 

instruments that explicitly capture Sharia principles within the trust recovery framework. 

Such an approach would not only improve external validity but also enhance the theoretical 

robustness of digital trust models in Islamic banking. 
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