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v era digitnl, kejohaton siber. khuswsnya Sniffing, menjadi
ancaman karena pelako merctss data pribadi oniuk skses tidak <ah
ke rekenmg bank korbuan, sehingga menimbulkan kekhawatiran
vigmg  mehiks, Tepsm o pensclitan i adalah oniok
mengeksplorasi langksh-iangkah perindungan hukum terhadap
dutn nesabah bank  unluk  memastiken keamanon  terhasdap
kejalistan siber Sniffing agor nveraca amsan dan telindungs dars
kejahatan siber tersebur. Penelitian in mesggunakas pendekalan
hukuwrn nommuotit dengan dotn sekunder berupo studi kepustikomn,
hlecode  analisis  mengzupakan  metode  Kuealitatsl  ontuk
menghasilkan iformass yang barsifal deskraptif analisis, Hasil
penclitin menunjukken bahwa berdnsarkan UL Mo, 27 Tahun
202 M elah mengindikasikan adanya perlindungan hukom terhadap
hik-hak subjek dota. Perhindoogan data bagi korban Sniffing juga
telah ditctapkan sesuai dengan Persturan Bank Indonesia No, 3
Twhun Z0Z3. Selain i, lngkah-lasngkab pencegshan utama,
seperti enknpsi dota don kesadaron penggunan, memiinkon peram
penting dulam melindengi doy priboadé. sehingga masyarakat
mengdi lebih sadar akon ascaman yang dinmbulkas  oleb
Sniffing.

Keywords: Sniffing. Kejahatin Siber, Pelindungan Caca Pribedi,
Ekosems Dhigical, Perbankan.

INTRODUCTION

The poogress of the times s
techmodogy s running Gister, the em of
digitalization spreads do vanous sectors
such ns edocation, boginess. banking,
govermment, amd  many  more.  Thess
mivapces e hased on o efficiency and
elfectiveness elforts where the source of
supporting files o5 cndled o dotabase, By
wsmg e dirabase, all Grms of actvities
cin be ensily and con be accessed ni oy

Tiene, !

! futamad Danan et gl “PEREEMBANGER D&M
TRANSFORMA S TEENOLOS DaGMTAL" nd,

= aghari, Lissgu Dothera Muhammad, ard Caralis
aea Mendra Tama, “Android Mobile Bankong

In this rechndogical advancement,
there are variowus kinds of positve and
:n,.-;_'illi\-l:': ImpEcTs, Chie ol the i:n|1:||.-1-a al
technglogical advances that we wall descess
is technolegical advances im the banking
sectoa. Our feom of  dechmologeeal
wdvancement in banking is Mobile Banking,
The good ompact is thot customers G
ensily make trun=setions mare efficiently
Bar s Bl ||r|F|up,'| 15 [ |'||1mi'|'ri|'|r:,.' (KEl]
hockers to hock the bank system. *
Therelane, a bank securily syslem must be

able e probect ils eustomers o avaid losses,

Appbcabon Secusity fram Beverss Dngineerng and
Petweark Snilffing,” intemotiana ol of
T bev' Saenice and Wfarmction Serunity 14, na,
10 [204E): AE1-66,
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(e form of crifme that teentsns
bank customers with foday's echnelogical
advances w Saiffmg. Nerwork Smffing 12 a
network soourity problem where o Hacker
can hack o padasword that is o secarely
encrypied and the Hacker can capiure the
dofs during tronsmission a5 n third party,”
With the large nomber of intermet network
usoge in Indonesia sround 54.68% of the
el popalsticn o bedosese or 143226
million in 2007, 1t is volersble 10 hacking
by stealing persopal data of ll:l:_n:_ Inelousesean
IH."F|F|I.'-|I'-”_1: frpeact of Snilfing s d bk
CUSHIEE I8 s el of personal data, where
the personnl data is misesed which can kead
10 the breach of huW

En.a:ﬂcci . ANLArANSWE.COMm
(2023} said that wntil dunc 12, 2023, (IK
QK has received reponis of cybercrime
which s commilted ouiside the finoncal
services  institution with bank  oecount
In'm:li:~| pnchiding  Frasd, S
Engincering. Skimmnng, Spam And Alvo

Sniffing as many as 1 931 cases in Central

" tara Dabsar and Eausas Fiar Ehawaja, "D
Camauting | Metwark [ Security Threats and
Caurtsrmaasures CLOUD COMPUTING (NETWDRE
FSECURITY THREATS AND." na. laraiary 057
|20 5]

“ Dlana Setidwat], Hary Abdul Hakim, ard Fabenl
Adarm Hashy Yoga, “Optimizing Personal Data
Protection in irdonesis: Lesson Leamed from
ithina, South or=a, and Snpapore,” indonesion
Covnporeiive Low Sewiew 2, no. 2 (20200 2-9,
hitpa:/fdolorg MO 1 K198 e 2219,

= Prof. O ahmad r Ramil “Snifng. Peretaon
Duata Pribade, Dan Pembobolan Bekenesp Bank,”
Kampas Coem, 2023,

it ) s oampme oo fbeendfresc 1 02300051

Fava ™ Snuiffing cyberceime m Incdonesia has
several times vectimered bank custonsers
rangeg from osses of hundreds of millions
to billions of rupish that have been reponed
o the Fisamcaod Services Authority (OFK).
In carly Sepiember 2023 there wasz a
businessman from Banjr who hal been
reported o the Somh Kalimantan Regions
Police who was o victim of cybercnime by
hiacking through the APK ke dnssllation
which led 10 the break-in of bank acoomts
with a tetal less of IDE 1.5 billion pupiah,”

Smifling cybercrime will eostinge e groaw

amd o will meonvenience hank I.'IJ:"G['G:II'II-\.'.I‘.‘\..-E\""-\-\.

The important poine in the case is hovw the!
banking syslem securnily i3 male stong o
be ahle toosecure the personal dats of bank
cusiomers so that it cannot be hecked which
cises losses to bank customers,”

Personal ot proiection  m ithe
banking sector 15 very imporant because
Indlosiissi  isell i in the  process of
trarsaticaing from the adiiona] ecoaamic

& o fhe digaeal eoomomee £14. [".".'EI.'} thing

(%31 134365, snitfing-peretasan-data-pricadi-dan-
pambabo@an-rekening-nank#pape=al

* Antaraews. com, "OK: Waspadai Penlpuan
Derigan Modiks Treffing, ™ AntaraMews, 2023,
Frttpe e ant aranows oom e 1a/IE0R 2849, 0
-waspadai-penipuan-dengan-modus-sniffing.

! IUBAGETE YULIANIS, “langan Biarksn Korban
Kejohiatan Dagital Barjatuhan,” Kanypasid, 2023,

* iChairul Anam, 0N ingatkan Modus Fenipuan
Sniffing, Bisa Kuras isl Rekenicg " Binis. Com,
oy,

Frttpe i Fmans al bisars oo read S 02 50T 1590016
T390 ey k-angatk an-rmod us-penigran-seeffing-bisa-
kurag-sa-rekaifing.




4 Fargpudew: Joreel Fatsdoy Hokome Usiversiox It Woleng, Val, N . 202 ¢ - )

telated o the ecmomy of socie1y began 1o
e digitazed.  Trade amd  payinent
wramaciens began 0 we mforowation s
commupicaton techaolegy follewing the
Aow of techoologcal developments. *
Reflecting on ihe faciors that drive ihese
changes, like o dovble-pdped sword, il
becomes (n increase i the welfure: wnd
propress of homan civilization and akso
hecomes o W gap for certam individuals
i comumit unkowiul scts, so new laws arise
that coafiem the phenemenon of change doe

Iy advances m echndogy

The n.‘gljh'ﬂ.llhn il modemization of

Law Mumber 27 Yegb 2022 on Personal
Drata Protection hasfeplaced the provisims
of Article X8G pAragmph (1} of the 1945
Constitution of the Republic of Indonesia
which mandaies the protection of personal
dlindis Asigns regarding  hacking  are
ouatlinedm Lo Mo, 27 of 2022 on Personal
el Prodection, Such acts inclode the
untnwful  oscquision or  collecton of
personel dara that does st belong to the
hacker, Foe his or her benefit or the benefil

of others; doing =0 may resull in monetiry

# Savta Dewd Fosadi and Garry Gumedas Pratama,
“Urgensi Perlindungandata Privasidalam Era
Ekoramd Digital 04 Indonesia,” Ventas st ustitee 4,
na. 1 (2018 91,
hitps:ffdolong M 10.25123 e 29140,

1% Dl Mings fh S=tla and Ranl Permatasar indahs,
“PEMALGEULANGAN EEIGHATAN TEENOLOG)
PUFCIRME S {CYBER CHIME) FANG RERIMBLILEAN
WEGADUMAN Divd PERM LEL AN M ELALLI
PENDEEAT &M PERAL POLEY [5 WILAYAH HUELBA
POLRESTABES MEDARN ™ Ensiklopedio of fowmaal I,

Ins o the egad mwner of the personal
data '

Haged om a peevious - scentific
investigation,  which  exumined  the
safeguarding of persosal mformation for
clienrs who were victims of acoount thefi
through  Infermnet Honking  (Violing  und
Zahruni, 2018).*0wr rescarch has a renewal
by using the malysis of Law No27 af 2022
comcerning Personal Data Protaction which
in previows studies only analyzed based on
Posatve Law i Ldonesia.

How' cim the Begislatinm comtained in
Law No27 of MY concerning Personal
[rata Protection be implementad in a bank
policy  that can  peovide  secursty  and
profection to its cestomers, The urgency of
pr research is due o the rise of cybercrime
Sniffing fellowing the flow of economic
development in the digital era sd rassing
public nwareness of their personal dotn so ns
el G b omesused by mdividuals o
become vectuns of Sniffing crimes. The
legal wmbeells with the existence of Law
No27 of 2022 concemng Personall Data

Protection of the Public hopes thar 1his can

mo. 2 |2020): X82-87,
mittpefjumal.ercbopediaku. oeg.

" praf. Or. Ahmad M Ramil, “Sniffing, Peretasan
Cata Pribad, Oan Fembobalan Redening Bank.”
etia Wiokna and Hanna Tasya Eahrand,
*Perhindungan Dzta Pribadi Bagi Masabah KEmban
Pembobolfan Beksning Melabul Intermet Banking
Ditinjau Garl Hukum Pastd Indaress,” famal
Feaodtimn Mukum Dan Kedchios X, ae. 3 2021 &3,
Ftpe oS dmorgd L0 BIS0T khd kv 21, 304E
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successfully  provide  Regal  profection.
Therefore, this rescarch s conducted o find
ol the form of efforz 1w enforce the
Prowection of personal data of e
commusity in this case bank customers. &0
that bhank customers can Feel  safe wnd
protected brom the threst of cybercrime
Smiffing.

Follewing what hes. been descibed above,
it can be Tormuolaced b dee  main
discussion in this sudy, namely: First, How
i the enforcement of bank customers
pursonmal  dati probection Based on Law
Mo XT Year 2022 on Persoanal  Data
Protzction? Second. What is the hank's
mespomibality  owards the  vicoms  of
smiffing? This research ix conducied 1o
exploin the legnl protection of sniffing
victims of bank account bresaches based on
Law Ned7 Year 2022 on Personal Data
Protection in additeem to exploining how
banks bear responaibiliny for omsdmers
who are victoms of sniffiag.

Mommative  legal  inguiry s the
meseanch  mcthod  wsed o this asticle,
Mormative legal research, s defined by
Peier Mehmuod Blormuki (3007 ), invelves
the sysiematic  exaomination  of  legal

principles, legal rubes. and legal docorines o

1 P by Pl abrnud Sasroukl, Permel Hon MHakoe [/
Fror. Or. Peley Mobmoo Mokl SH, M5, LLA,
Ecind reswl | bakcirts ; Kepcana, 200900 2009 nd. )
1A B Mdraha, ¥ Telaambanua, a I'_l'ﬁ'di'l Tﬁ'qﬁ
“Kolabaras Sumber Daya Masusia Dalaem
Pencapazen Taeget Dan Raseran Kinerja Lkpj Pada

provide  sohiions o bepal cases  wnder
imvestigation,

We therefore use nommative Begal
rescarch. 88 we use Btertere siudies o
amswer ¢ut probiem formulatikn, The data
wie e are prinsry begal maverials, namely
Low MNol2T of K2 concerming Personod
Mty Prodection  and Bank  Indonesin
Regulation Mo, 3 of 3023 conceming Bonk
Indoenes iy Comsamer Protecison., secnndary
legal materials wsng  books,  jourmals,
doctrings, legal cases tha can suppat our
el W alan use  jertiary ko
rateriald, namely legal encyelopedias,

The data colk=cion technique we
s isca literature sosdy by guoting and
amalyzing the legal materinds we obinin,
Amd then the data that we have obtained is
then amalyzed qualitatively., We  use
guidilative  apalyss by prcducing
descoptive explongtions bosed on wniten
i that has Been colleced @l oo hased
o mimbess.  Chualicative  research s
nauralisie research which. as defined w
Hendryadi e al, (2009 218), scks to
deeply onderstond  socisl phenomena in

their mafural staie, "

RESULT AND DISCUSSHOMN

Cinzs Ketahmnan Pangan, Pertanian Dan Perkanan
Kabupaten M ™ Coffeborative of Hemon

e spurres de Arkienng Ly Tovoers and
Pegformance Gonls At Diand Eefohanan Pargan
Pestmase Dan Pereanan af Mimi Regende 10, 0o, 4
{2022): 150816,
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Forms of Bank Customer Personal Data
Protectivn Based on the FDF Law
Perzmal data e the aght to privacy of
an individual where an individual has che
right t be able 1o protecs the persosal data
andl whesther or mot his personal duoss = given
i other parties, ' Protection of personal

dutan imcludes protection o several stages

such as in thd scguisition, collection,
processing,  analysik. Sfore,  display,

announgemeEnt, fransmnis=on,
dissemination, and destrucuon of peraonal
dataw, " Proedion of persenal dam i
direetly mondated by the Corstitation of e
Republic of Indomesin a2 a form of respect
for the value of hunsan rglis and equal
righuc._""‘%_lrl this case, pkmml data is the
ub,i:n%iun regulated in Low Mo 27
of 202} conceming  Persomal  Dhatn
Froteetion, In accordance with the PDE
Law {Low Mo, 37 of HE2 concerning
Persom:g Dt Predection], any inlormstion
that identifees a1 can be used 10 identify a

TR, whether  coliecied -:‘Ih'r_"L"'I!}' nor

¥ oaring Ayumelia Kisnadl, “PerBadurgan
Hutum Data Prdad| Sebagai Hak Privacd” Al
WASA TH formal mu Hisum 2, nin. T | 2021 9=16,
https:/fdolorg /100 T3 36 3 lwasath w2 11127,

¥ aWardah Yuspin ot al, "Personad Cata Pratection
Larw bm Digitad Banking Governance inindanesia,”
Stue faniafoo Lublinenshe 32, noc §(2023); 99—
13, ‘hth:h:ffdﬂl.ndﬁflﬂ.l?!il."uuﬂi3.3.L!..‘3’E|-
130,

¥ fina Arum Prastyants = al., “Lea Ared Bersoral
Gt Offering Straiepies For Cossurmer Probection
I Mew Modmal Situation Inirdonesa” JLANAL
SURIEARUCENCE 11, na, 1 {20000 |- B35,

indirectly by alectfonic of non-elciric
micthods, is considered personal dav boch
wmdividually and personally in conpunetion
with cther information

As referved w in paragraph (1) of
articks 4 of the PP Law, persomal doty
comsists of ten types, nnmely specitic und
oeneral. Article 4 pamgraph (11 defines
specific personal datn as follows: health
mfnematiom  and daa, genetic  daa,
biometric data, dam reganding children,
crmunad records,  persomal  fimascial
mforrearion , snd ofber G as reguired by
law.

In contmast, 6= referred toin parnzraph
(3p of article 4, persomal data gemerally
comsists of fall name. natiopality, gender,
miritel staius, religion, and other personol
imfommation that can be wed to identify on
individual, "' Regulations related to the
seope of personal dita as descobed m
Arficle 4 of the FDP Law have also been

pezukbated 1o other regulatikans.

mnpey ool angd 10,2391 T Jurspmedence vi1il. 147
S5E

¥ ks Wakyunl, *Oua Jens Data Prihadi Yang
Pariu Dilindungl Monunst L POR,"

Hukam Ol o, 3022,
hittpsffwoarw hukumand irecom 'berita/a/dua-
|=ris-data-pribadi-rang-perki-dindungl-menurut-
wu-pd prfbh 339 e 2 53 Fhd OF3 M|

¥ prama Bnbasghum - BPK A and Bpkogod,
“Undang-Undarg Perlindungan Dats Paibedl”
[Abama Binbangium - BEE B no. D1G99Y [ 20220
i-50,

At peraturan, Bpk po. d fHame et s FI 9708
fam-no-27-takun-2022,
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Wah  the rewocation of  Hank
hslonesae  Regulation Mo, WGPRLEES
concerming Transparescy of Bank Product
Information nnd Use of Custoener Persoaal
Data, POJK Nob of 2023 discosses
consumer amd community protection in the
finomeinl  services  sector.  Individual
persomel data and information as referred 1o
in poragroph (2% of amicle 11 mcludes:
MName, Address. Population. Idestification
Number, Telephone Number, Mother's
Mame, Date of Bath and’or Age, and other
datiy vwnedl by comsunimers, subamitied qoe
finaneml seevice bugises aclods of given
scoess, Commercial Banks Registered as
Futascial  Serviees  Busmeess  Actors
following Article 5 Namber (1) POCJK
MNumber & of 2022 conceming Consumer
and Community Protection in the Fimancial
Services Sector,™ Based on the explanation
shove, the scope reluted fo Personnl Dota
Frliwrmation s e linge swith  the B
contained in the PDP Law.

Commercial  Banks a5 Floancial
Services Busameas Actora sbould provide
transparency repanding the processipg of
custiner persondd data. The processing of
persomal data hos been regulited in Article
lfi_!i!fth!t PO Law. In addivion. commercial
banks  @re required 0 mainisin  the

S, “Pesaturan DIK Mo, 19/ PO 0472022 Tahun
JOE2" no 99 02|

Hoiiy Waknpani, “Bank Pariy Edukani Masabah
Terkait Pelrdurgan Data Pribad,”

Mukum Qnlme Gom 1022,

cmiuientiality of teir cognmer:’ person
mformation iy thelr  acdmisistrataon.
Prowiding protection 1is customers’ personal
data is & fomm of commitment given by
banks o theirr custcmers in order Do
maintain the inegrity of the data that has
begn provided by customers in the form of
financial deis®' Based on the PDP Law,
finoncial dotn ks specific personnl datn, ™
Public entities, mcliding hanks. have
an obligation o funciron both as conirsdizrs
amd processors of persenal data. Whea
lulfilling the responsibiliies as a Persons
Data Coatealier. the basics of bandling
personal datz inclode obtaining the walid
comsent of the persomal  data  subject,
complying with  coatrectual  and  beg
ohligations, performing dties in the public
interesi, safeguanding the vital intergsts of
the persenal dotn subpect, and exercising the
powers of the comtredler, The monnle tor
Rl persomad ot is s our in Armche
20 of the PDP Law. To treat personal dota
folhawiang Ehes B and 10 suppont legitimate
aberesta, ths law mest be comaplied with,
while considering  the  purposes,  and
reguirements, and halancing ihe inerescs of
the dats controller pnd the dote subject. =
As @ customer of o finangisl

institwtion, you are entitled 1o information

Fittps o wws hukumondice combenta/a'bank-
park-edubas-rassbah-1erkat-pelindungan dat a-
prbaadi-leA3GA T3 FOFRG).

501 and Bpk.go.id, "Undang-Undang Perbadumg ss
Data Pribadi.”
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regarding the retention period of documents
confainmg  the legality, type. purposec,
pereoml dara, and relevanoe of the personal
data  poocessed.  detnils  repanding  the
infoemation oodlected . the duratsm of o

persomal data processing. amd the rights o™

the personul dain subject, The bank olso hos
i b able o provide edocafion oo its
and if there are changes. os
Exrassly :tlp;nlﬂﬂi Anparagraph (1) @
paragraph (21 of Article 21 of the PEP Law,
the bapk in s capacity as a persenal data

ausime

e is obligel o norily in adance e
party whose information s fousd of sy
changes ihat may affiect the dats.

In Bank Lisdenesia  Regulofos
Mumber 3 of MNQ3 concemning Bank
Indoness Consumer Profection im articke
i, it 15 sufficient o explain that the
organizer 15 obliged o provide scoess (o
eonsumers, i this cose, it can be said th
thie cslommer is reliated to iy -:1|'p.'r~:-:r||:||
data fildbwing the PDP Law and antherizes
ncvaduls to dedete, aop. and'or elitsae
persomal infiematwen following the PDP
Law} If there are orgemizers who do onod
ful fill these obligaiions. they cun be subject
to adminisirotive sanctions,

The agreement clouse s considersd
void ond unenforcenble wnder the PP Low

an Fersonal Dl Processing il 00 dioes g

A fank |pckgnesas, "PEAATURAN B AMK INDOMESL,
WORCH 3 TAMUN 20237 2023,

imelude the express and vilad consent of the
wndividunl whose persosal data = being
processed. Where e sibject of the
perscaal data s o child, the personl data

_eonireller is specifically required to obtain

the consent of the childs parent or guardian
o provide evidence of the consent thot hos
hesmn given. This also applics 1o persons
with disabalities; however, following begnl
requiements, we only do this with the
consent of the person with a disability or
their begad guordsan through the vse of an
wppeoved peerhaodd ol Communication, S0 fhe
processing of personal data caninol be dome
arbitranily  without the consent of the
personal data sulsject,

To maimtain secwrity, dain controdlers
muast prevent smauthorized imdividoals from
making changes to personal information it
doing =0 woukd endanger the safety of ih
duta =ubject or others, jeopardize  the
psclinsung of the duta of orhers, or el
with  national  defense and  security
operations. As per Article 33 of the PDP
Law, this is so. In addition, in sinsations
where the processing of personal data poses
& signifecant risk 1o centain individuals or
entities, the Organization responsible for
the personal information shall condece an
impact analysis nrl_dul.u protection ot least

CHICEE

Frtdps o Nwviw bi g id Sdfpus b a sl fperatipran Ddiad
rrents PEI_DAN0TE, pef
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Protection  Law' staws  that  the  datn

Article 44 of _the P Dt

contraller is respomsitde for the processing
of personal dus and shall demonserae
responsibality by pecformdng s duties in
lime with the managemem principles of
persomal dutn protection,

Imdoed, in the process of prodecting
persomal  dots, there ore two methods
comnmonly  used, namely:  mmplementing
regulations thal con guaranies prvacy in is
use amd secuning the. phiysscal aspects of
pursoimal i iselt, "o elfecrivaly enfonce
the pestection of personal data, the PDP
Law does mot only stamd Blone in providing
leszal protectiod., there are other suppoiting
regulations, and bank policies that sctively
purticipate in efforts to profest the personal
dotz of their customers  following  the
policees and objectives of the POP Law

In ensuring the protection of porsonal
it g inlormation of bank cusiomenrs,
there is o coordinate who is responsible for
the protectinn of data andfor informamion of
its custoiners, Poe cxample ., in the policy of
ane of the banks FT Bank Central Asxia,

Thi, which i contaiped in the documen

A tagdivah Fitd Andard Tambunan Agung and
kuhammad Irwan Padll Nazstlon, *Perlirdungan
Hubum Terhadap Data Pribad Eonsumen Dalam
Melakukan Transaksi O E-Commernce,” Jumod
Ehoromi Monoereen Oon Ssws SE0) 2, no. 1
j2021): 53,

Fittpsfidaiorg 08 T2E5 |ermd vl 915,

B fey i, “Kebiakan Pesdindungan Data Can
At Infarmasa Kanwmen,” 200 1

it ) e boa sy

“Paalicy aen the Protection of Consames Dt
and'or Information” PT Bark Central Asia,
Thk has a cooedinator who s rezponsibl e for
prowecting the personal dats off its customers
called the Bureau of Seevice Opesation
Swppont A (SP0 A) - Operation Sirascgy
und Development Groop §GPOLY, This
component B imporane o oollect  all
eontributions  from  collaboruting  work
unats, gusde them in conduenng evalisrions
and  reviews, aml ultimately  contimee
business processes that require data andon

iAo securiny A

data im the PDP Law. there is afjnstitation

tlaar will be catabdished specifically-by the
president and is responsihle 10 the presi
The institutson has the awthority to impose
sdministrative sanctions on poblic bodies,
corporations, wdvidals, and injermtions
organmizotions, In sdkdtion, this instifutien
bt jurisdicnion e owmsas Bw
enforcement officials in basdling situatiens
mvobvng  ediveduals  and  conpiitises
suspecied of copmnitmg  personal  data
breaches, ™

fenediafFeaturefRep ot /F ibe/58 Mok akan-

GOG 2003073 1-kebijakan periircungan-data-
Infosrmasi-

kormumen. pdf?funred_source=seanchresult

I fngelbertus Wendratama, “UU FDP %ah_ Inl 3
Syaral Lembaga Perlindungan Dats Prikedl,”
fdaockrimne Covn, 2000

Frttpe i magdalens coditary fapa <t lemébags
perbrdurgar-dita-pribad 8 teit=Lembaga
pabindurg clata pribach ing akan dibssiuk l:ﬂ-rhdari
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Ag a form of protection of customers’
preisonml data based o the PDP Law, it can
b gadd that it i1 safficsenr & oo ontial fosin
of government sensitivicy 10 the wgency of
legal protection of personal data, aldwugh
umtil the time this anicle was made, thene
hos not been the formotion of o speciol
institution in charge of oeganiring personal
dotn proection whose rodes, duties, and
amhorities have been writen in the POP
Law Artichke 58 1o Article &0 of the PDP
Law, which hos de impomance of
prodecting persorial data o ioday's digical
&L
Forms of Bank Responsibility for
Sniffing Victlms

Sniffing i= & for

of cybercrime that
5 eamed out by & mofgious progmm
commonly called (mahwan:). The action is
glearly very detrimentol to the viciim, By
unbowtully obtaiming conlidentinl
informarxm and data throggh e inEme
network. © With  thel insecurity of
techinalagy networks, Ik afiideasanding
af digital scourity, wse of wssecured 'Wi-Fi
nefwarks, and shamng  of  personal
infoematkon. there B an opponunity i
become & viclim of  Bniffing

cyhercrime. Impesnane persanal

Pusat Pelaposan dan Anal sk Tmnesks: Kevangan
WABPPATEYR2S.

+ wdulid imdana 2ulfa, Slvester Tena, and
Sarmpurna Cade Farkionsa, “akbitas Saifng Pacda
Baalware Penaur Wang D8 Srast phore Sradraid,”
BENATA: doiraal Pangabdias Moy arakat Taa

iaEnErrataim . I.|'|-|‘.'|uﬂ||:|5 crechn cand detuls.
cmails, and -haskosg  and  orbasking
credentaals, are  wsually  among  the
compinmiss]  dam and  infermadion.
Llsvally, the act & done by installing an
Androsd application which. once insnl bad.
dempges or steals imporiont personnl dato
im the ph-wm:"x

In the FOP Law, the unlawful act of
steialing ofher peofle’s personal dats has
been regulmed specifically in Ankle 67
paragraph (1y The regulatson i guestion
reguknes the actions of e who

mmbentionally access or collect i
that does o o them, with the

atention ofutilizing it for personal gain o
gansing harm to the dats subject, can Face
imprisonment of up to five years in prison
or & maximum fine of five billion rupish,
Additional  safeguards are stipulated
Article 4% of the ITE Lew in conjunctien
with Adtichk: 3 These safepuglds camy a
maxamim penalty of five hillion rupish plus
i ten-year pirison sentence >

In  studying  the comcept  of
respensibility linguistically, responsibality
higs warieus meanings., There ure two lers,

numiely Responsibility which hi= o socisd

Semuae 1, no. 1 (2323): 7~10,

Fridps i dolog 10 G114 /L renaia.d.
WYULLANUS, “langan Biyrkan Carban Keahatan
CAgital Beratusian.”

=M DN G- LNDRG REPLBLI IMDOR ESLE
PROIMICE 11 TAHUN 2008 TENTAMG INFOEBLAS]
DR TRANSAKS] ELECTROM K" JO0E, 1-19
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arieniation and labilicy which s o form of

juridical responsatalioy. ™
Looking at the comcept of sniffing
cybercrime, which is tapping with the aim
of stealing personal data s the form of
imipariani informatéon thal even involves
the victim's: benking informotion, * 1t the
cyber nftnek is contered om ntiscking the
bank system which nims 1o steal the
'|.u:n~.-:1lul [ H] |l1‘;llg_§__|_a1.ml;!,m:|.'rh. the hank 2=
persoml i shoubd be

jundically responsible. for the losses

the contmller «

v by 1he c;uHmrIL'L-_‘.Ih: Toss sl Tered

by the custemer i3 sussomted By the bank ™

i ihis case. it concems the custamer's Aghts
if i usiag the serveees of tee bank and thers
am probkens reisted 1o the bank, then the
bank must be responsible For the consumer
profection of its customers.™ The bank's
ehligation as the controller of personal duta
to be respoansible tor the losses suffered by
its customers 15 clegrly sated in Aniche 47
of the PDP Law.

Banks m provicding serveces realiee
melatignships with customers must b froun
sturl to finish, such @5 in the process of

opening an scoownl 0 closing a bank

= Deresorto Kuswma ard R Afandi, *Wcarlous
Liabiliy bn Personal Deta Protection,” imdonesion
awnal of Inpowahion Studies 13, mo. 2{2020): 1-
12,

9 Erd Delt Shold, “wniffing Adalah Tendakan
Pancurian, Inl Cara Menghindasinyal”™ Gudang3sl,
2025, httpdsfipudang el sdfhlog fapa-stu-sniffin g’
Higliia Waknpunl, "Bentuk Peftanggungjamaban
Bank KEepada Matasbah Saidl Ser angan S "

Wk wem Ownline. oo, 1023,

secoant. * In every [ramsacton (0 the
banking system, it will always gia with a
agreement
between dee bunk and  dhe  customer
stipadates thot the bank hes the awhonty toe

coniracuagreement,  The

pocept  and  curry oo sl finoscial
munagement activities of the cusiomer
fllowing the agreed guidslines. Tn the cose
of i-hanking, this awthority is denved from
e EsFuchons  given by the onhging
customer through the wse of LUser [ and

PIM, unless denied toogh judgeeent o

eviderios 10 e contory

Az g personal adnijnistratoe. the bank
= responsible for prevanting amasthdrized
secess o persamnal infjwinsion deat &=
accessd by the mghprized subject of rhri]
|n|'nnnutmn.__‘._ﬂly_gmll

aystems in @ relishle,  secure.,  and

glectronig seeurity”

serountable mamner, this preveniion can be
schicved, Personal doie controllers  are
obfipedd a0 (ulfll wese duties Tedlawing
Article 3;|¢f the PDP Law.

Following  the - abligasons of e
per sl data controller contained in Arscke
A% of the FIIF Law, if the ebctronic security

system owned by the baok fails w protec

hittps fwwe hukamandinecom henitafa/bentulk.
pertanggung prvaban-bamk-kepada-nasabah-=at
sarangan- sher- e 495Th 3673 2T Mnageaall

" Canang Kurniawan, “initlating the Establishment
of Digial Barks in ndonesia: & Juridics® Study,®
Journa! of Trenscendmntal Low d, ro. 1 (2022 3-
15, hitpeffdolorg B0 1091 7 el wai] 1731

1 Tan Menry Tanuwidi g, “Tanggung Gugat Dalam
Trars-a%d Melalui Internst Barkrg,” Universdos
Maratame Surotape 3, o, &prd [2015): 21-34
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he p-.'m:‘ulu:ll dara of 0% customers, i 18 e
reapoimibality of the bank to be resprosable
for the losses suttered by customers,

In orgenizing am elecronic systeim, in
Awtiche 16 leer bof the [TE Law, business
sebors  ane  required o maistan  ibe
confidentinlity ond infepnty  of  the

electronic system in its implementution

kf the bank fmls 10 protect the
clata il I.'I:E customers, Within thpie days.
after realiEimeE=n dits beeac, finoncal
institutions ae reguered by el oo monfy the
ather  melevam
cAeraphs (1), (23, ad

{31 of Anicle 46 of the PDP Law congain

alliscred  individwiils sn

eitlities i Writing.

peoviswas  fegarding otification  of
personel data protection breaches, Violation
of the PDP Law, porticolarly Amicle 57,
miy result im administrative sonctions for
noi safeguarding the persond miommtion
of bank cu=stomers,

Based an paragraphs O and (25 ol
article 42 of Bank ladomesia Regulation
Muriber 3 of 223 conceriing Bk
bsdoniecsaa - Consumce Protection.  the
argunizer = mesponsible for any  |osses
suffercd by customers due wo oemors,
amissiong, or pctions that violse regulntory

provisions,  The implementation of Liws

“ gadek Donl Wiguna and Hyoman Satyayudha
Cananjeryas, "Pertanpgunglawaban Bank &las
Ferupian Masabah Yarg Menggunaban Bectranic
Banking. " Jroal Kerhbo Gesp 9, no. 12 {2021]: 25
15,

5 Wiguna and Dananaya

il n.i_ngJuhnnx\{{,‘ll;g responsibiliny of
vaEeous  entites, i:i:flnditg the dircctods,
boaed of commissioners,  magement,
cmpkyess of the organization, and dhird
porties who represent or work Lo the benefi
of the organi zation. The organization is o
linble for any Joss that con be proven to be
camsed by the customers carel=ssness or
Fault

I the process of compensaiing for the
losses sulfered by customers., there is o firsg
proef relmed 1w the couse of cusiomer
Boveses, Tz proesl” is carriedd e by the hank

by ringing trondaction dotan o the

the rights of ] data  suhjects,
including the ability to in

However, the specific procedure o be
followed when filing 2 compensation claim
rerming wmeleur,

But in the poitive legal system in
Indonesia, & oconsnmer, 0 this case. o
cisiomer of & bank, can sue spmeone For
allegedly damaging his or her poods or
services: ofien, beeacl n_[__cm_uz;:t_jlr il

hehavior i the hasis forsuch cases.

* Jolos Inma Runbu Thomas,
“PERATANGGUNG I AV ABAN BAME TERHADNP oK
MO ALAN NG DIFGIEAN DALAR PEMBOROLAN
FEEERNTE NASARGaH = Lex of Sonketaris 1o no. 3
(204312611,

Bt ejournalunsrat, ac sdfnden plgy'lesetin cisd
atisfartic e i File) 1320/ 1071
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1 & @ ease the customer has suffered
lisses as o aesult of suifTing. The bank msst
provede . accounmbiliy  etfoss T s
custimers i terms  of  hasdling  wnd
resilving the losses sulfered by customers,
The bank must swifily respond and convey
severi] simges s o torm of scocuntabality to
customers,  some forms of  hank
scoountubiiity effons e as  follows;
Complimn  Handlmge  Peaceful  Effarts,

Bianking Medmtion ., s Cour Line

Although all foems of |
|lr-::-1.,1'|i|:r|| and their respoesibilities hoive

the POP Law and

beon legally regulatad j
supported by Ba
L
Protection, Bank Indonesia has not been

Indonesin Regulntion

concering  Consamer

able 10 provide o clear conceptumlization
regarding how the form of responsibility to
victims. and th_procedures for filing o
lorwswit For losses suflered byovictims, The
uaclenr  concept  of  liahility  provides
coffision in proecing victims.

Therefore, we as the general pubilic
aind alao as wers of electrone basking
services most understand the modes of
spiffing  cybervrime thal can lerged
directly withowt us realizing it, Some tips
for ws a3 amers of elecmmie banking

serviges o avoid Snitfing maode are; Do ng

= Tanuwidiaja, “Tanggumg Gugat Dalam Tranzafs
Bl lud Inter net Banking "

= dliee Ciahwabyunngiyas and Bizal Setyo
Bhigroha, “Harma 564l Sniffing , Modse Pepliaen
Reti Winpga Uindangan Yang Bea Curi Salda

b easily fooled by Medsifes COlAInIng
links  withow daectly  confaniing  the
auhentcaty of the sender of the messape,
Dy mot diwenload unappeevel applications,
be  careful when conducting fimanciad
tramsactions o public Wi-Fi networks, and
ersune acosun! mnsachon not ficolions are
comsistently |.*nn«\|hli:|:|Li In_ additinm.
ansolicited calls contaming guestionable
fites should be avoided ™
CONCLUSION

Law Moo 2T of 022 on Personal
Dt Protection, in thigfcase called ihe POP
Law . cam be sosd o e suffucient a5 a form
of government senstiivity 1o the wrzency of
prEslecting peiso
Snifing. The phtaction of persanal data has

data from cybeierime

ng of persenal data. Although

Lavw, which wnfil this resesrch was mile,
thengyhas not been the formation of a special
inspowtion  responsible  for peatecting
soial dlata, efforts to probst personal
gha must comtinge fo be improved, becanse
it is & form of enforeement of human rdghts
in Indomesi. which s b society has the nght

o et protection fioe s personal dais,

Fab=ning,” Kompar Com, 2021,

Pt fhwww Rompaens comtren fread / 2025 /0L 297
LEIMICA ES) raman o it in leng-maad Li-panipu an-
redi-hirgea-undasgan-yeng-bea-cun fpage=all
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Ax 3 form of responsilalany for fee
lisses suffersd by customers, the POP Law
has mo el regulated exactly who can ba
said o be mesponsible for e act of
cybercerme Sniffing. Adthough in Article -131
of the PP Law _the personal dat controller
i5 szid {0 be responsible. in Bank Indonesin
Regulation Mo. 5 of 2025 concerning Buank
Indenesin Consumer Projection who can be

codisadened respondalle s nol kkised on the

persoml it controller, which in this sty

15 the: Bank., bur whe is peoven negligent in

wainGining persenal daa Althouph kanks
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Article Error You may need to use an article before this word.

S/V This subject and verb may not agree. Proofread the sentence to make sure the subject
agrees with the verb.
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Prep. You may be using the wrong preposition.
Run-on This sentence may be a run-on sentence.

P/V You have used the passive voice in this sentence. You may want to revise it using the
active voice.

Verb This verb may be incorrect. Proofread the sentence to make sure you have used the
correct form of the verb.

Missing "," Review the rules for using punctuation marks.
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